Pacific Groeve Unified School District

All Personnel Policy #4040

EMPLOYEE USE OF TECHNOLOGY

The Governing Board recognizes that techmological resources can enhance employee performance by
improving access to and exchange of information, offering effective tools to assist in providing a
quality instructional program, and facilitating District and school operations. The Board expects all
employees to leamn to use the available technological resources that will assist fhem in the
performance of their job responsibilities. As needed, employees shall receive taining in the
appropriate use of these resources.

Employees shall be responsible for the appropriate use of technology and shall use the District's
technological resources predominately for purposes related to their employment. Such use is a
privilege which may be revoked at any time.

Employees should be aware that computer files and commmnications over electronic networks,
including e-mail and voice mail, are not private. These technologies shail not be used to transmit
confidential information about students, employees or District operations without authority.

The Superintendent or designee shall ensure that ali District computers with Infernet access have a
technology protection measure that prevents access to visual depictions that are obscene or child
pornography, and that the operation of such measures is enforced. The Superintendent or desiguce
may disable the technology protection measure during use by an adult to enable access for bona fide
research or other lawful pupose. (20 USC 700 1; 47 USC 254)

To enswe proper use of the system, the Superintendent or designee may monitor the District's
technological resources, including e-mail and voice mail systems, at any time without advance notice
or consent. If passwords are used, they must be kuown to the Superintendent or designee so that
he/she may have system access.

The Superintendent or designee shall establish adurinistrative regulations that cutline employee
obligations and respousibilities related to the use of District technology. He/she also may establish
guidetines and limits on the wse of technological resources, Inappropriate use shall result in
cancellation of the employee's user privileges, disciplinary action and/or legal action in accordance
with law, Board policy and adininistrative regulations.

The Superintendent or designee shall provide copies of related policies, regulations and guidelines to
all employees who use the Disirict's technological resources. Employees shall be asked to
acknowledge i writing that they have read and naderstood these policies, regulations and guidelines.

In the event that fhe nse of an elecironic resowrce affects the working conditions of one or more
employees, the Superintendent or designes shall notify the employees' exclusive representative.

Legal Reference:

EDUCATION CODE

51870-51874 Education technology
GOVERNMENT CODE

3543.1 Rights of employee organizations
PENAL CODE
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502 Computer crimes, remedies

632 Eavesdropping on or recording confidential communications

UNITED STATES CODE, TITLE 26

6801-6979 Technology for Education Act

7001 Internet safety policy and technology protection measures, Title III funds
UNITED STATES CODE, TITLE 47

254 Universal service disconnts (E-rafe)

CODE OF FEDERAI REGUILATIONS, TITLE4 7

54.520 Internet safety policy and techuology protection measures, E-rate discounts
Management Resonrces:

CDE PUBLICATIONS

K-~ 12 Netwoik Technology Planning Guide: Building the Future, 1994

CDE PROGRAM ADVISORIES

1223.94 Acceptable Use of Electronic Information Resources

‘WER SITES

CDE: htip://www.cde.ca.gov

CSBA: htyp:/fwww.csbc/org

Federal Communications Commission: hitp://www jcc.gov

U.S. Department of Education; htip/fwww.ed gov

American Library Assoctation: http:/f'www.ala.org
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User Obligations and Responsibilities

Employees are authorized to use the District's on-line services in accordance with user obligations
and responsibilities specified below.

i

The employee in whose natne an on-line services account is issued is responsible for its proper
use at all times. Users shall keep personal account numbers, home addresses and telephone
numbers private. They shall use the system ouly under their own account number.

Employees shall use the system predominately for purposes related to their employment with the
District. Commercial, political and/or personal use of the system is strictly prohibited. Excessive
use is that which adversely impacts any employee in fulfilling their employment responsibilities
and completion of their assigned duties. The District reserves the right to mnonitor any on-line
conmunications, network or internet access, for improper use.

Users shall not nse the system to promote unethical practices or any activity prohibited by law or
District policy.

Users shall not transmit material that is threatening, obscenc, disruptive or sexually explicit, or
that couid be construed as harassment or disparagement of others based on their race, national
origin, sex, sexual orientation, age, disability, religion or political belefs.

Copyrighted material may not be placed on the system withowt the author's permission. Users
may download copyrighted material for their own use only and only in accordance with copyright
laws.

Vandalism will result in the cancellation of nser privilepes. Vandalism includes uploading,
dowaloading or creating computer viruses aund/or any malicious attempt fo harm or destroy
District equipment or materials or the data of any other user.

Users shall not read other users’ mail or files; they shall not attempt to inferfere with other users'
ability 1o send or receive electronic mail, nor shall they attempt to read, delete, copy, modity or
forge other users' mail.

Users are encouraged o keep messages brief.

Users shall report any security problem or misuse of the network to the Sllpeﬂntendent or
designee.
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